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Cybersecurity  
Best Practices 
while Working at Home

________________________________________________________________________________________________________  

Change the password on your home WiFi account. 

• Do this periodically to better protect access to your personal accounts across the network 
as well as your work accounts.  

• Your password should always include a minimum of eight characters, with one uppercase 
letter, one number and one symbol. 

• Remember with passwords to never use words like the names of your spouse, children, pets, 
birthdates, or anything someone could figure out by visiting your social media pages.  

• If you change your WiFi password, remember that the new WiFi password must be  
entered into all devices connecting to your network.

• If you have never changed your WiFi account password, ensure you have access to tech  
support from the manufacturer of your wireless router or the site from which it was  
purchased before you start this process. This is not usually a difficult process, but it is not 
something SMCOE’s IT Department would be able to help with if you run into a problem.

Ensure the default admin password on all devices connecting to  
your home network has been changed. 

• This prevents bad actors from hacking into your home network using well-known  
default passwords.  

• You should create a strong administrator password for all devices connecting to your  
home WiFi network.  

• Where applicable, you should ensure all devices connecting to your home network  
are running the latest version of their operating systems.

Use two-factor authentication to log in to any system that allows it.

• It is much harder for a bad actor to correctly guess two of your passwords. 

Beware of new Phishing Attacks in the Age of COVID-19! 

• Bad actors are using official-looking notices, inviting you to “click here” for more  
information about the virus. 
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• For educators, official-looking notices are coming from fake vendors, or legitimate vendors 
who have been spoofed, offering help, resources, and tips regarding distance learning,  
working remotely, and more. 

• Don’t click on any link where you are not 100% sure about the sender. 

• Go to the website of an organization that may have information that you want.

Never allow anyone, including a family member, to use your  
SMCOE-issued device for any reason.

Access to all SMCOE systems, whether hosted or cloud-based,  
should be from an SMCOE-issued device.  

• However, if you are using a personal device to access any SMCOE system, do not allow 
anyone to use your personal device while it is connected to any SMCOE system (whether 
hosted or cloud-based). 

Always log out of all SMCOE systems (hosted or cloud-based)  
when you are taking an extended break, or when you have  
completed work for the day.

Do not use portable media to transfer SMCOE data between  
devices (personal or SMCOE-issued). Use Sharefile. 

• For more information on how to use Sharefile, contact the IT HelpDesk  
at help@smcoe.org.

Never print confidential information, or information containing  
personally-identifiable information (PII) outside of the SMCOE.

Never share your password to any SMCOE system with anyone  
for any reason.  

• If a colleague is having problems accessing an SMCOE system, have the person send  
an email to help@smcoe.org for assistance.
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